

Strawman Privacy Policy Template
The following elements, based on privacy policy language in three extant Trust Frameworks (Identity Federations) are the basis of the following template, which describes elements that should be included in any privacy document.

1. Rules of Engagement: the Terms and Conditions (Ts & Cs) under which credential is issued to subscriber:
a. Responsibilities of CSP

b. Responsibilities of Subscriber

c. Description of PII collected and justification

d. General PII Release Policy

e. Protection of PII from unauthorized disclosure

f. Changes in service 

g. Dispute resolution

2. Opt In/Informed Consent:  The general principles of opting in to the Ts & Cs and for informed consent to the relationship between the Subscriber and the CSP are part of #1.  This category relates to the rights and responsibilities of all parties to an electronic transaction that includes exchange of PII as defined in #1, above, at the time of transaction.   

a. Rights and responsibilities of Subscriber, including Opt Out
b. Rights and responsibilities of CSP

c. Rights and responsibilities of RP application/Service Provider

d. Exceptions, special cases

3. Principle of Minimalism: RP applications should address the question of how much or how little PII shall be required for authorizing service access.  CSPs should address the question of how much or how little PII to expose on behalf of the Subscriber
a. RP minimalism principles

b. CSP minimalism principles

4. Activity Tracking: Both CSP and RP should expose policies regarding tracking the activities of Subscribers.

