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BUSINESS ASSOCIATE AGREEMENT

BETWEEN
____________________________
(hereinafter referred to as the “Covered Entity”)

AND
KENT COUNTY HEALTH DEPARTMENT

(hereinafter referred to as the “Business Associate”)

FOR

COMPLIANCE WITH HIPAA PRIVACY AND SECURITY REGULATIONS

_______________and Kent County Health Department are committed to the privacy of protected health information. Both agree to follow all laws and regulations to keep protected health information safe.


WHEREAS, Covered Entity and Business Associate have entered into a Data Use Agreement; and
WHEREAS, in connection with this agreement, the Covered Entity may disclose to the Business Associate certain Protected Health Information (PHI) that is confidential and must be treated and protected as such; and


WHEREAS, Business Associate may disclose PHI only in accordance with this Agreement and Privacy Regulations under the Health Insurance Portability and Accountability Act (HIPAA), as amended by the Health Information Technology for Economic and Clinical Health Act (HITECH) under the American Recovery and Reinvestment Act of 2009, PL 115-5;


NOW, THEREFORE, the Covered Entity and Business Associate agree as follows:

A. Definitions. The following terms shall have the meaning ascribed to them in this section.
1. Agreement shall mean this Business Associate Agreement.

2. Business Associate shall mean Kent County Health Department.
3. Covered Entity shall mean __________.
4. Privacy and Security Regulations shall mean the HIPAA Privacy Rule and Security Rule codified at Code of Federal Regulations (“C.F.R.”) Title 45, Sections 160, 162, and 164. 

5. Individual shall mean the person who is the subject of the PHI, and has the same meaning as the term “individual” as defined by 45 C.F.R. §164.501, and §164.501.

6. PHI shall mean any Protected Health Information (“PHI”) provided and/or made available by Covered Entity to Business Associate, or created by the Business Associate, and has the same meaning as the term “health PHI” as defined by 45 C.F.R. §160.102.

7. e-PHI shall mean Electronic Protected Health Information, PHI that is transmitted or maintained in electronic media.

8. Breach shall mean the acquisition, access, use or disclosure of PHI in a manner not permitted by the HIPAA Privacy Rule that compromises the security or privacy of the PHI as defined, and subject to the exceptions set forth, in 45 C.F.R. 164.402.

9. ARRA shall mean Subtitle D of the Health Information Technology for Economic and Clinical Health Act provisions of the American Recovery and Reinvestment Act of 2009, 42 U.S.C. §l792l-17954, and all references in this Agreement to sections of ARRA shall be deemed to include all associated existing and future implementing regulations, when and as each is effective.

10. Compliance Date shall mean, in each case, the date by which compliance is required under the referenced provision of ARRA and/or its implementing regulations, as applicable; provided that, in any case for which that date occurs prior to the effective date of this Agreement, the Compliance Date shall mean that effective date of this Agreement.

11. Parties shall mean Business Associate and Covered Entity.

12. Secretary shall mean the Secretary of the United States Department of Health and Human Services (HHS) and any other officer or employee of HHS to whom the authority involved has been delegated.
B. Term. The term of this Agreement shall commence as of _____ (Effective Date), and shall expire when all of the PHI provided by Covered Entity to Business Associate is destroyed or returned to Covered Entity, or, if it is infeasible to return or destroy PHI, protections are extended to such information, in accordance with the termination provisions in Section F., Paragraph 2.
C. Business Associate General Obligations.
1. Limits on Use and Disclosure. Business Associate hereby agrees that it shall not use or disclose the PHI provided or made available under this Agreement for any purpose other than as permitted by this Agreement or required by law. The Business Associate shall not use or disclose PHI in a manner that would violate HHS Privacy Regulations.
2. Permitted Uses and Disclosures of PHI. Business Associate shall only be permitted to use and/or disclose PHI provided or made available under this Agreement for the following purposes:
a. The Data may be shared with the subject of the Data or with the parent or legal guardian of the subject of the Data if the subject is a minor.

b. Certain fields of the Data – limited specifically to the first and last name, date of birth and gender – of a child receiving services from the Service Provider pursuant to the Service Provider Agreement may be shared by KCHD with the Kent Intermediate School District (“KISD”).

c. The Data may be shared by KCHD with First Steps Kent but only in de-identified form such that none of the shared Data discloses the identity of the individual or family to whom it relates.

d. The de-identified Data may be shared in aggregated and de-identified form by First Steps Kent, including through published reports. 

e. The de-identified Data may be shared by First Steps Kent with service providers to the Data subject for purposes of quality improvement programs and measures.
3. Disclosures Required to be Limited to the Limited Data Set or the Minimum Necessary. Business Associate shall request, use and/or disclose only the minimum amount of PHI necessary to accomplish the purpose of the request, use or disclosure; provided, that Business Associate shall comply with 42 U.S.C. § 17935(b) as of its Compliance Date.
4. Use or Disclosure of PHI for Management, Administration of Business, and Legal Responsibilities. Business Associate may use PHI if necessary for the proper management and administration of the Business Associate; to carry out legal responsibilities; and to provide data aggregation services relating to health care operations.
Business Associate may also disclose PHI if:

a. The law requires the disclosure; or

b. Business Associate obtains reasonable assurances from the person or entity to whom PHI is disclosed; that the PHI will be held confidential and used or further disclosed only as required by law or for the purposes for which it was disclosed to the person or entity; and the person or entity promptly notifies the Business Associate of any instances of which it is aware that the confidentiality of the PHI may have been breached.

5. Appropriate Safeguards. Business Associate will use appropriate safeguards to prevent use or disclosure of PHI other than as provided for by this Agreement, or as required by applicable law or regulations (see CFR Title 45, section 164, parts 308 through 316).

6.
Application of Knowledge Elements Associated with Contracts. In accordance with Privacy and Security Regulations, CFR 45, Section 164.504(e)(1)(ii) and ARRA, 42 U.S.C. §l7934(b), the Business Associate shall have an obligation to take reasonable steps to cure material violations of this Agreement. 
7. Reporting Improper Use or Disclosure. Business Associate will report to Covered Entity, or appropriate federal authority, (a) any violation of HIPAA regulations, or use and/or disclosure of PHI not provided for by this Agreement of which it becomes aware in accordance with 45 C.F.R. § 164.504(e)(2)(ii)(C); and/or (b) any Security Incident of which Business Associate becomes aware in accordance with 45 C.F.R. § 164.31 4(a)(2)(C).

8.
Notification of Breach. With respect to any use or disclosure of unsecured PHI not permitted by the Privacy or Security Regulations or ARRA that is caused solely by Business Associate’s failure to comply with one or more of its obligations under this Agreement, Covered Entity hereby delegates to Business Associate the responsibility for determining when any such incident is a breach and for providing all legally required notifications to individuals, HHS and/or the media, on behalf of Covered Entity. Business Associate shall provide these notifications in accordance with the data breach notification requirements set forth in 42 U.S.C. § 17932 and 45 C.F.R. Parts 160 & 164 subparts A, D & E as of their respective Compliance Dates, and shall pay for the reasonable and actual costs associated with such notifications. In the event of a breach, without unreasonable delay, and in any event no later than sixty (60) calendar days after discovery, Business Associate shall provide Covered Entity with written notification that includes a description of the breach, a list of each individual whose unsecured protected health information has been, or is reasonably believed by the Business Associate to have been, accessed, acquired, or disclosed during such breach and a copy of the template notification letter to be sent to individuals. The HITECH Act also increases the amount of civil penalties (up to $50,000 for each violation) to Business Associates for violation of HIPAA standards, whether the violation is due to reasonable cause or willful neglect.

9. Request of PHI Disclosure Information. Business Associate shall document, and within thirty (30) days after receiving a written request from Covered Entity, make available to Covered Entity, information necessary for Covered Entity to make an accounting of disclosures of PHI about an individual, in accordance with 45 C.F.R. § 164.528.

10. Agents and Subcontractors. Business Associate shall ensure by written subcontract that any agents or subcontractors, to whom it provides or makes available PHI received from the Covered Entity or created by the Business Associate, will be bound by the same restrictions and conditions on the use of PHI that apply to Business Associate and that are contained in this Agreement. Agents or subcontractors shall notify Business Associate, Covered Entity, or appropriate federal authority of any use and/or disclosure of PHI not provided for by this Agreement of which it becomes aware.

11. Prohibition on Sale of Electronic Health Records or Protected Health Information. Business Associate shall not directly or indirectly receive remuneration in exchange for any PHI as prohibited by 42 U.S.C. § 17935(d) as of its Compliance Date.

12. Prohibition on Marketing. Business Associate shall not make or cause to be made any communication about a product or service that is prohibited by 42 U.S.C. § 17936(a) as of its Compliance Date.

13.
Opportunity to Opt out of Fundraising. Business Associate shall, in a clear and conspicuous manner, provide an opportunity for the recipient of any written fundraising communication to elect not to receive any further such communication.
14. Access to Books and Records. Business Associate shall make its internal practices, books and records relating to the use or disclosure of PHI received from, or created, or received by Business Associate on behalf of Covered Entity, available to the Covered Entity Privacy Officer or the Secretary and the Covered Entity Privacy Officer for purposes of determining compliance with HHS Privacy Regulations. Business Associate shall not make such disclosures to other Covered Entity or Business Associate employees.

15. Mitigation of Harm. Business Associate shall mitigate, to the extent practical, any harmful effect that is known to Business Associate of a use and/or disclosure of PHI by the Business Associate, and any of its agents or subcontractors, in violation of the requirements of this Agreement.

16. Sanctions. Business Associate shall develop and implement a system of sanctions for any of its staff, employees, volunteers, agents, or subcontractors who violate this Agreement.

17. Guiding Principles. Business Associate shall continually strive to abide by the three guiding principles of Minimum Necessary, Reasonable Reliance, and Reasonable Safeguards.

D. Business Associate Obligations to Help Individuals Exercise their HIPAA Privacy Rights.
1. Individual Rights under HIPAA Privacy Regulations. Business Associate shall immediately make a written referral to the Covered Entity’ Privacy Officer, when any client requests to exercise the individual rights listed below.

a. Release of PHI. Release and/or disclosure in accordance with 45 C.F.R. §164.514.

b. Access to PHI. View and/or copy PHI in accordance with 45 C.F.R. §164.524.

c. Amendments to PHI. Amendment and incorporation of amendments to PHI in accordance with 45 C.F.R. §164.526.

d. Accounting of Disclosures of PHI. Accounting of disclosures made of PHI in accordance with 45 C.F.R. §164.528.

e. Confidential Communication of PHI. Reasonable accommodations to help assure confidential communications in accordance with 45 C.F.R. §164.522(b).

f. Restrictions on PHI. Restrictions put in place to limit certain uses and/or disclosures in accordance with 45 C.F.R. §164.522(a).

2. Privacy Notice. Business Associate shall implement and maintain the following:

a. Post the Kent County Health Department privacy notice or Business Associate privacy notice at each site where PHI is used and/or disclosed to individuals, using a wall or public surface that is easily accessible to clients.

b. Distribute the Kent County Health Department Privacy Notice or Business Associate privacy notice to each individual offering PHI or potentially giving PHI.

c. Make a good faith effort to obtain a signed Proof of Receipt form from each individual that receives a Privacy Notice, and document the outcome of those good faith efforts.

d. File and archive Proof of Receipt forms for a minimum of six (6) years.

E.
Covered Entity Obligations.
1. Privacy Notice. The Covered Entity shall make available, at the request of the Business Associate, the following materials:

a. Privacy Notices for distribution to clients.

b. Privacy Notices suitable for posting; and

c. Proof of Receipt forms.

2. Limited Data Set. The Covered Entity shall provide to Business Associate only the minimum PHI necessary to accomplish the services.

3. Transmitting PHI. The Covered Entity shall be responsible for using administrative, physical and technical safeguards at all times to maintain and ensure the confidentiality, privacy and security of PHI transmitted to Business Associate pursuant to this Agreement, in accordance with the standards and requirements of HIPAA and ARRA, until such PHI is received by Business Associate.

4. Training and Education. The Covered Entity shall make available, at the request of the Business Associate, the following services:

a. Training materials on HIPAA privacy regulations, privacy notices and releases.

b. Policies and procedures of the Covered Entity for HIPAA privacy implementation; and

c. Updates of Covered Entity changes to policies, procedures and/or print materials.

5. Privacy Officer. The Covered Entity shall name a Privacy Officer, and provide contact information.

6. Monitoring of Agreement. The Covered Entity shall, at its discretion, monitor the Business Associate’s compliance to this Agreement, and may implement preventive actions, seek corrective actions, terminate the Agreement, impose sanctions, or notify the Secretary of 

F.
Termination of Agreement.
1. Termination with Cause. The Covered Entity may immediately terminate this Agreement if Covered Entity determines that Business Associate has violated a material term of this Agreement. Upon the Covered Entity’s determination that a material breach has occurred, the Covered Entity shall:

a. Provide the Business Associate with an opportunity to cure the breach, or end the violation. The Covered Entity may terminate the Agreement if Business Associate does not cure the breach or end the violation within the Covered Entity’s deadline; or

b. Immediately terminate the Agreement if the Business Associate has breached a material term of the Agreement, and a cure is not possible; or

c. Report the material breach or violation to the Secretary if neither the options of termination or a cure are feasible.
2. Return or Destruction of PHI. At termination of Agreement, Business Associate will return or destroy all protected health PHI received from Covered Entity. Business Associate shall not retain copies of such PHI upon termination of Agreement. If returning or destroying PHI at termination is not feasible, Business Associate will extend the PHI protections of this Agreement and limit further uses and disclosures to those purposes that make the return or destruction of PHI infeasible.
G. Additional Terms and Condition.

1. Applicable Law. The law of the State of Michigan shall govern this Agreement.

2. Force Majeure. Business Associate shall be excused from performance of this Agreement for any period Business Associate is prevented from performing any services pursuant hereto because of an Act of God, war, civil disturbance, court order, labor dispute or other cause beyond the control of Business Associate.

3. Entire Agreement. This document constitutes the entire Agreement. There are no obligations or understandings that are not expressly set forth in this Agreement. 
4. Notices. Notices shall be deemed given if made in writing, and mailed by first class United State Postal Service mail, postage prepaid, and addressed as follows:

	Covered Entity

	


Business Associate
Privacy Officer




Kent County Health Department




700 Fuller, N.E.




Grand Rapids, MI 49503
5. Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with federal HIPAA privacy regulations, as amended by the HITECH Act.
6. Regulatory Reference. A reference in this Agreement to a section in the HIPAA Privacy Regulations and HITECH Act means the section as in effect or as amended.

7. Amendment. This Agreement may be amended if the changes are made in writing and signed by both parties.

8. Certification. The individuals or officers signing this Agreement certify by their signatures that they are authorized to sign this Agreement on behalf of the responsible governing board, official, agency or legal entity.

SIGNATURES. In witness whereof, Business Associate and Covered Entity have agreed to the terms of the above written Agreement as of the effective date set forth above.







KENT COUNTY HEALTH DEPARTMENT
__________________________________ 








Signature





Signature

__________________________________

Adam London





Print Name





Print Name

__________________________________

Administrative Health Officer


Title






Title

__________________________________








Date






Date

2400130_1
2400130_1

